NWHO®OPMALIMOHHAA NAMATKA OANA OBYYAIOLLUXCA

C KaxgbiM rogomM MOJIOAEXW B UHTEPHETE CTAaHOBUTLCA Gonblle, a LWUKOSbHUKA O4HW N3 CaMbiX
aKTMBHbIX nonb3oBaTernen PyHeta. Mexay TemM, NOMMMO OFPOMHOrO KOMMYecTBa BO3MOXHOCTEWN,
WHTEPHET HeceT 1 nNpobnembl. ATa NnamsATKa goImKHa nomoydb Tebe 6e3onacHO HaxoauUTLCS B CETU.

KomnbloTepHbie BUPYCbI

KoMnbloTEpHbIA BUMPYC - 9TO Pa3HOBUAHOCTb KOMMbIOTEPHbLIX MNPOrpaMM, OTANYUTENBLHOW
0COBEHHOCTBIO KOTOPOW ABNSIETCS CNOCOGHOCTb K pa3MHOXeHMWI0. B fononHeHne kK aTomy, BUPYCbl MOTYT
NOBPEAUTb WM MOMHOCTBI0 YHUUTOXWUTL BCe haiinbl M OaHHble, MOAKOHTPOrbHbIE MOMb3oBaTento, oT
MMeHM KOoToporo Gbifia 3anylleHa 3apaxeHHasi nporpamMma, a Takke NoBpeauTb UMK Aaxe YHUUTOXUTb
OMepaLMoHHYI0 CMCTEMY CO BceMU (haifiamu B LenoM. B GonblUMHCTBE Cry4yaeB pacnpoCTpaHsATCs
BMPYCbl Yepes MHTEPHET.

MeTogbl 3aWmnTbI OT BPE€OOHOCHbIX nNporpamMmm:

1. Ucnonbk3yit coBpeMeHHbIE OnepaLoHHbIE CUCTEMBI, UMEILLNE CEPbE3HbIN YPOBEHb 3aLUNThbI OT
BPELOHOCHBIX Nporpamm;

2. TlocTtosiHHO ycTaHaBnMBanW navytTy (UMdpoBble  3annaTkv, KOTOpble aBTOMAaTU4eCKU
yCTaHaBnMBalOTCSA C Lenbio JopaboTku nporpammbl) U Apyrne obHOBREeHWs CBOeW onepaLMoHHON
cuctembl. CkaumBanm nx TOnbko C oduumanbHoro canta paspabotumka OC. Ecnn cywectByeT pexum
aBTOMaTU4ecKoro obHOBNEHWS, BKIOYU €ro;

3. Pabotan Ha cBoeM KoMMNblOTEPE NOA NpasBamu Mofb3oBaTens, a He agMuHUcTpaTopa. OTO He
no3BonnT GOMbLUMHCTBY BPEOOHOCHBLIX NPOrpaMM WHCTanMpoBaTbCs Ha TBOEM MNepCOoHanbHOM
KOMMbloTEpPE;

4. Wcnonb3ym aHTUBMPYCHble MpOrpaMMHble MPOAYKTbl W3BECTHbIX Npou3BoauUTENEen, C
aBToMaTuyecknm obHoBneHuem 6as;

5. OrpaHuyb p13nyeckuii 4OCTYN K KOMMbIOTEPY ANS MOCTOPOHHUX NNLL;

6. Ncnonb3yn BHeLWHWE HOCUTENW WHAOPMaUWUKW, Takue Kak drewka, OUCK unu dann ms
WHTEPHETA, TONbKO U3 NPOBEPEHHBLIX MCTOYHUKOB;

7. He oTkpbiBal KOMNbIOTEPHbIE hainbl, NOMyYeHHbIE U3 HeHaOeXHbIX WUCTOYHWKOB. [axe Te
channbl, KOTOpbIe Npucnan TBOM 3HaKOMbIN. Jlyylle YTOYHM Y Hero, OTNPaBNsAn fiv oH Tebe ux.

Cetn WI-FI

Wi-Fi - aTo He BMA nepedayn OaHHbIX, HE TEXHOMOrMs, a BCcero nub 6peHa, mapka. Ewe B 1991
rogy HugepnaHackas komnaHus 3apeructpupoBana 6peng "WECA", yTo o603Ha4ano crnoBocoveTaHue
"Wireless Fidelity", koTopbii nepeBoanTcs kak "6ecnpoBogHas TOYHOCTL".

[o Hawero BpemeHu gowrna gpyras abbpesmatypa, koTopasi ABNAETCHA TAKOW e TEXHOMNOrnen.
OT1o0 abbpeBunatypa "Wi-Fi". Takoe Ha3BaHWe ObINO OAaHO C HAMEKOM Ha CTaHAAPT BbICLUEN 3BYKOBOW
TexHukn Hi-Fi, 4to B nepeBoae o3Ha4vaeT "Bbicokasi TOUHOCTL".

Ha, OecnnaTtHbli WHTEPHET-JOCTYN B kadpe, OTensx U asponopTax SABMASETCA OTIINYHOWN
BO3MOXHOCTbIO BbIXOAa B MHTEPHET. HO MHOIrMe akcnepThbl cumMTatoT, 4To obwenoctynHele Wi-Fi cetn He
ABNATCA 6€30nacHbIMU.

CoBeTbl N0 6e3onacHocTM paboTbl B 06wwenocTynHbix cetax Wi-fi:

1. He nepepaBait cBoOW Nnu4yHyto nHdopMauuio Yepes obuenoctynHele Wi-Fi cetn. PaboTtast B Hux,
XenarternbHO He BBOOUTb Maponiv AOCTYNa, NOrMHbI U Kakne-To HOMepa;

2. Vcnonb3yn n OOHOBMNSIN aHTMBMPYCHble MporpamMmbl M OpaHgmayep. Tem cambiv  Thbl
obesonacuilb cebsi OT 3akaykm BMpyca Ha TBOE YCTPOWMCTBO;

3. Mpu ncnonbzoBaHun Wi-Fi oTkntoun doyHkumio "O6wmn goctyn K hannam v npuHtepam”. [JaHHas
QYHKUMA 3aKpbiTa MO YMONYaAHMUIO, OOHAKO HEKOTOPble MONb30BaTENU aKTUBUPYIOT ee ans yaobcTtea
ncnonb3oBaHus B paboTe nnn ydebe;

4. He wncnonb3yn nybnuudbin WI-FI gna nepegadm nuuHbIX AaHHBLIX, HaNpMMep ANs Bbixoda B



counanbHble CETU UM B ANTEKTPOHHYIO MOYTY;

5. Ncnonb3yn TonbKo 3awuiieHHoe coeanHeHme vyeped HTTPS, a He HTTP, T.e. npu Habope Be6-
agpeca BBoAn umeHHo "https://";

6. B mobunbHoM TenedoHe oTknoum yHkumio "lMogknoveHne k Wi-Fi aBTomaTtuueckn". He
Jornyckan aBToMaTU4eCKOro nogknoyeHusa yctponcrtea k cetam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTn

CoumanbHble CETM aKTMBHO BXOOSAT B Haly >XU3Hb, MHOrMe nioau paboTalT M KUBYT Tam
nocTodHHO, a B Facebook yxe 3apeructpupoBaH Munnuapg 4YenoBek, YTO ABMSETCA OLHOWN CeabMOK
BCEX XuTenew nnaHeTbl. MHOrMe nonb3oBaTeny He NOHMMAlOT, YTO MHpopMaUus, pa3MeLLeHHas UMK B
coumanbHbIX CETAX, MOXET ObITb HadeHa U NCMOMb30BaHa KeM YrogHo, B TOM YuUcne He o6s3aTernbHO ¢
onarMmm HamepeHUsIMMN.

OCHOBHble COBETbI N0 6€30MacHOCTM B COLMarbHbIX CETSX:
1. OrpaHuyb cnucok apysen. Y 1ebs B Apy3bsiX HE AOMKHO ObiTb CryYanHbIX 1 HE3HAKOMBbIX NI0AEN;

2. 3awmwan cBOK YacTHYK XMU3Hb. He ykasbiBali naponu, TenedoHbl, agpeca, Aaty TBOEro
POXOEHUA N OPYrY0 NMYHYI0 MHCpopMaLMio. 3nOyMbILLIEHHUKM MOTYT MCMOMb30BaTh AaXe MHOPMaLUIo
0 TOM, KaK Tbl 1 TBOM POOUTENUN NNaHNpyeTe NPOBECTU KaHUKYIbI;

3. 3awumuian ceoto penyTaumio - 4ePXM ee B YACTOTE M 3agaBan cebe Bonpoc: xoten 6bl Tbl, YTOObI
ApYyrue nonb3oBaTenu BUAENW, YTO Tbl 3arpyxaewb? lMogymait, npexae 4em 4YTo-TO onyGnukoBaTb,
HanucaTb U 3arpyauThb;

4. Ecnu Tbl roBopullb C MOAbMU, KOTOPbIX HE 3Haellb, HE WCMONb3yi CBOE pearnibHoe UMS U
APYTYI0 MUYHYI0 MHCpOPMAaLMK: UMSI, MECTO XXUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. Wsberan pasmelleHus cotorpacdpmi B MHTepHeTe, roe Tbl M300pakeH Ha MECTHOCTW, Mo
KOTOPOW MOXHO ONpeaennTb TBOE MECTOMNOMNOXEHNE;

6. MNpu pernctpaumMm B coumanbHOW ceTu HeobxoaMMO UCMONb30BaTb CHOXHbIE Maponu,
cocTosime n3 Byks 1 LMEP M C KONMYECTBOM 3HAKOB HEe MeHee 8;

7. Ona counanbHOW CeTU, MOYTbl U OPYrMX CAUTOB HEOOXOOUMO UCMONb30BaTb pasHbie Naponu.
Torga ecnv Teb4 B3nomatoT, TO 3MOYMbILLIIEHHMKM NoMyYaT AOCTYN TOMbKO K OAHOMY MECTY, a He BO BCe
cpasy.

sneKTpOHHble AeHbrn

aﬂeKTPOHHbIe AO€EHbIN - 3TO O4YEHb y,D,O6HbIIZ crnocob nnartexemn, ogHako CylweCTBYHOT MOLUEHHUKMN,
KOTOPbI€ XOTAT NOJy4NUTb 3TN OEHbIN.

SﬂeKTpOHHbIe OeHbrnm noABUNMCb coBcemMm HegaBHO U MMEHHO U3-3a 3TON0 BO MHOIMMX rocyaapcreax
00 C1X NOop He NponncaHo Npo HUX B 3aKOHax.

B Poccumn xe oHM (DYHKUMOHWMPYIOT U O HUX YXKE NPONUCaHO B 3aKOHe, FAe MX pasgensitoT Ha
HECKOJbKO BUAOB - aHOHUMHbIE U HE aHOHUMHble. PasHuLa B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOPbIX
paspellaeTcsi NpoBoAWTb onepauun 6e3  uaeHTUMKauuM Mnonb3oBaTens, a B HEAHOHWMHbIX
naeHTUdMKaLmsa nonb3oBaTens asnseTcs obs3arensHoN.

Takke cnegyeT pasnuyatb 3NEKTPOHHbIE (brnaTHble OeHbMM (pPaBHbI FOCY4AapPCTBEHHBIM BanioTam) 1
9MEeKTPOHHble HedpmaTHble AeHbIN (He paBHbl FOCYAapPCTBEHHbIM BanioTam).

OcHoBHble coBeTbl Mo 6e3onacHomn pa60Te C 3N1EKTPOHHbIMU AEeHbramMu:

1. MpuBsSDKM K cHETY MOBUNBHLIV TenedoH. 3To cambivi yAoOHbIN 1 BLICTPBIN CNOCO6 BOCCTAHOBUTL
pocTtyn Kk cudety. lNpuBsAsaHHbIN TenedoH MOMOXeT, ecnu 3abydellb CBOW NMMaTeXHbIA Naponb Wnv
3angellb Ha canT C HE3HAKOMOro YCTPOWCTBA;

2. Ncnonb3yin ogHopasoBble naponu. Mocne nepexoda Ha yCUNEHHYO aBTopusauuto Tebe yxe He
OyaeT yrpoxaTb ONacHOCTb KpaXky UK nepexearta nnaTexXHoro napons;

3. Bbibepu cnoxHbii naponb. [pecTynHukam OygoeT He NpoCcTO yragaTb CHOXHbIA Naposib.



HapexHble naponu - 370 naponu, KoTopble cogepXaT He MeHee 8 3HAKOB W BKIHOYAKOT B cebs1 CTpOYHbIe
M nponucHble OykBbl, LUMPBI U HECKONMbKO CMMBOMOB, TakMe Kak 3Hak Jonnapa, ¢yHTa,
BOCKNMUATEeNbHbIN 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOU NUYHbIE JAHHbIE HA canTax, KOTOpPbIM HE AOBEpAELUb.
sneKTpOHHaﬂ noyTta

OneKkTpoHHast noyTa - 3TO TEXHOSMOrMst U NpPeaocTaBnseMble €K YCIyrn Nno Mepechbisike U
MONYyYEHNIO 3NEKTPOHHbIX COOOLLEHWNA, KOTOpble pacnpefensiTcs B KOMMbioTepHon ceTu. OBbluHO
3NEKTPOHHbIA MOYTOBLIA ALWMK BbIMNGAUT cnefyowmMm obpa3oM: MMsi_Nonb3oBaTend@umMs_aAoMeHa.
Takke KpomMe nepegaydn NpocToro TeKCTa, MMeeTcsi BO3MOXHOCTb nepenaBaTb hannbl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ 3NeKTPOHHOW NOYTON:

1. Hapgo BbiOpaTb nNpaBWIbHbIA MOYTOBLIA CepBUC. B WHTEpHETe eCcTb OrpoMHbIA  BbIOOP
6ecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Ny4lle JOBEPSATb TEM, KOro 3Haelllb U KTO NEepPBbIN B PEUTUHTE;

2. He ykasbiBan B §nMYHOW no4uTe MWMYHYK UWHGopmauuo. Hanpumep, nydwe BbibpaThb
"My3blkanbHbIN_aHat@" nnn "pok2013" BmecTto "Temal3";

3. Wcnonb3ayii aByxaTanHyto aBTopu3auuio. 3TO Korga MOMMMO Mapornisi HYXXHO BBOAMTb Kop,
npucbinaemein no SMS;

4. Bbibepn cnoxHelr naponb. [ns Kaxgoro MOYTOBOro fAuiMka AOMKEH OblTb CBOW HaAEXHbIN,
YCTOMNYMBBIN K B3fIOMY NMaporb;

5. Ecnn ecTb BO3MOXHOCTb HanucaTtb camMomy CBOW NINYHbIN BOMpOcC, l/ICﬂOJ'Ib3yI7I 3TY BO3MOXHOCTDb;

6. Vlcnonb3y HECKONMbKO MOYTOBbLIX AWMKOB. [MepBbll AMNs YacTHOW Mepenncku C agpecatamu,
KOTOpbIM Tbl AOBepsielb. OTO SMEKTPOHHbI agpec He Hago MCnonb3oBaTb MpU perncTpauumn Ha
dopymax n canTax;

7. He oTkpbiBan cainbl n gpyrue BrOXEHNa B NMCbMax, Aaxe eCnNu OHW NPULLIAN OT TBOUX OpPY3€EN.
Jlydwe yTouHn y HUX, oTNpaBnsanu nm oHm Tebe atn dannel;

8. lNMocne okoH4YaHusA paboTbl Ha MOYTOBOM CEPBMCE NEpen 3akpbITUEM BKMNagKM C CaWTOM He
3abygb HaxaTtb Ha "BeiiTn".

KnbepO6ynnuHr unm BuptyanbHoe usgeBaTefibCTBO

KnGepOynnuHr - npecrnenoBaHWe COOOLLEHUSIMM, COAEPXKaLUMMU OCKOPGIEHUS, arpeccuio,
3anyrvBaHve; XynuraHcTBo; colManbHoe GOMKOTMPOBaHME C NMOMOLLBH0 pasnnyHbIX MHTEPHET-CepPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KMGepOyNNUHIOM:

1. He 6pocarica B 6oi. Jlydwmin cnocob: nocoBeToBaTbCs Kak cebs BECTU U, €Crn HET TOro, K KOMY
MOXHO 00paTuTbCcsi, TO BHayane ycrnokouTbcs. Ecnu Tbl HayHewb oTBevaTb OCKOPGNEHWAMU Ha
ockop6neHns, To TOMbKO eLle 6onbLie pa3oXkellb KOHMIWKT;

2. YnpaBnan cBoen knbeppenyTtaunen;

3. AHOHMMHOCTb B CE€TM MHUMas. CyLIJ,eCTByI-OT CnocoObl BbISICHUTb, KTO CTOUT 3a aHOHWMHbIM
adKKayHTOM;

4. He cTOMT BecTM XynuraHckuim obpa3s BUpPTyanbHOW XW3HW. WIHTEpHeT dukcupyeT BCeE TBOMU
AENCTBNSA U COXpaHseT ux. YaanuTtb nx OyaeT KpariHe 3aTpygHUTENbHO;

5. Cobntogan cBot BMPTYyarnbHYH YeCTb CMOSOAY;

6. WrHopupyh eauHudHbIn HeratwuB. OpHOpasoBble OCKOPOUTEMbHbIE COOOLIEHUA nydlle
urHopmpoBaTtb. OObIYHO arpeccus nNpekpalLaeTcs Ha HavanbHOW CTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLLEHMAMU, B COLMANbHbIX CETAX
€CTb BO3MOXHOCTb GFTOKMPOBKM OTNPaBKu COOOLLEHUI C onpeaeneHHbIX aapecos;

8. Ecnu TbI cBupgetenb knbepbynnuHra. TBoM AEWCTBMA: BbICTYNUTb MPOTMB MpecnegoBaTtens,
nokasaTb €My, YTO €ero AEWCTBUS OLEHMBAIOTCA HEeraTtMBHO, MoagepXaTb XEepTBY, KOTOPOM HYXHa



NcMxoniormyeckas NoMoLLb, CoobLWNTL B3pPOCI1bIM O (baKTe arpeccmBHOro noBegeHmnda B ceTn.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapT(OHblI M NMaHWeTbl coaepXaT B cebe BMonmHe B3pOcCnbii yHKUMOHAnN, U
Tenepb OHW MOryT KOHKYpMpOBaTb CO CTauMOHapHbIMU KoMnbioTepamu. OgHako, CPeacTB 3allmThbl And
NoAo6HbIX YCTPOMCTB MOKa OYeHb Maso. TeCcTMpoBaHWE U NMOUCK YA3BUMOCTEN B HUX NMPOUCXOAUT HE TaK
WHTEHCUBHO, kak ans MK, To e camoe kacaeTcs u MOBUMbHBIX NPUNOXEHNN.

CoBpeMeHHble MOOUIbHbIE Opay3epbl Yke NPaKTUYECKU OOrHanM HacTofbHble aHarnoruM, ogHako
pacwmpeHne yHKLMoHana BrneyeT 3a cobor 60MbLUY0 COXHOCTb U MEHbLUYHO 3aLUULLIEHHOCTb.

[aneko He Bce NPOM3BOAMTEN BbINyCKalOT OGHOBMEHUS, 3aKPbIBAIOLLNE KPUTUYECKME YA3BUMOCTU
Ans CBOMX YCTPOMCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTN MOBUNBHOIO TenerOHaI

Huyero He dBnsieTcs no-HacToswemy OecnnatHbiM. Byab ocTtopoxeH, Bedb koraa Tebe
npegnaratoT 6ecnnaTHbIf KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAKMe-TO NaTHbIE YCnyru;

Oymaii, npexge 4yem otnpaBuTb SMS, doTo mnmn Buaeo. Tbl TOYHO 3Haellb, FAe OHW OyayT B
KOHEYHOM utore?

Heobxoaumo o6HOBMSATL ONEpPaLMOHHYHO CUCTEMY TBOEro CMapT(OHa;
Vcnonb3yii aHTUBUPYCHbIE NPOrpaMmbl Ans MOBUIbHbIX TenedgoHOoB;

He 3arpyxait NpunoxeHus oT HEM3BECTHOIrO UCTOYHMKA, BEAlb OHWU MOTYT CoAepXaTb BPEAOHOCHOE
nporpamMmmHoe obecneyeHue;

lNocne TOro Kak Tbl BblMAELWb C canTa, rae BBOAWM JNINMYHYKO MHGOPMALMIO, 3alngm B HaCTPOMNKM
Opaysepa u yganu cookies;

Meprognyeckn NpoBepsii, Kakne nNnaTHble YCNYrn akTMBMPOBaHbl HA TBOEM HOMEPE;

Hdasan cBon HOMep MoOGWMbHOro TenedoHa TOMbKO MOAAM, KOTOpPbIX Tbl 3HaeWb W KOMY
AoBepseLlb;

Bluetooth gomkeH GbITb BbIKMIOYEH, KOFAA Thl MM He Mosb3yellbesl. He 3abbiBaii MHOrOa NpoBepsiTh
aTo.

Online urpbl

CoBpeMeHHble OHMaMH-Urpbl - 3TO KPaco4Hble, 3axBaTbiBaloline pasBreveHusi, obbeauHsowme
COTHM ThICSAY YeNoBeEK MO BCEMY MUPY. VIrpokn nccneayoT AaHHbIR MM MUp, obLLaoTea Apyr C OpYyrom,
BbINOMHSIIOT 3a[aHusi, CPaXarTCs C MOHCTPaMW M MonyyawT OnbIT. 3a Y4OBOMLCTBME OHW MNNATAT:
NoKynarT AMUCK, onnaynBatT aboHEMEHT Unu NpMobpeTaroT Kakue-To onuuu.

Bce aTu cpefcTtBa uayT Ha MOAAEPXKaHUE U pasBUTUE WUIPbl, a Takke Ha camy 6e3onacHoOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3aUMK, BbINyCKAlOTCA HOBble NaTyu (UMdpoBble 3annaTky Ans
nporpaMm), 3aKpbIBatOTCS YS3BUMOCTU CEPBEPOB.

B nogobHbIx urpax CToUT onacatbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXXu TBOEro
napond, Ha KOTOpoOM OCHOBaHa cuMctema aBTopusalunm OonblUMHCTBA urp.

OcHoBHble coBeTbl N0 6e30nacHOCTU TBOETo UrpoBOro akKkayHTa:

1. Ecnu ppyron urpok BegeT cebsi nnoxo unm cosgaeT Tebe HenpuaTHOCTKU, 3abnokupyi ero B
CMUCKE UIPOKOB;

2. I'Io>|<any|7|c;| agMUHUCTpaTopamM WUrpbl Ha MNJiOXoe noBegeHne 3TOro WUrpoka, xenaterbHo
NPUNOXNUTb Kakne-To AoKa3aTesibCTBa B BUOE CKPUHOB;

3. He ykasbiBan nuyHyto nHdopmauuio B npodanne urpsbl;
4. YBaxawn apyrnx y4acTHUKOB MO Urpe;

5. He ycTaHaBnuBan HeodumumanbHble natyn u Moapl;



6. Vicnonb3yit CNoxHble 1 pasHble naponu;

7. Jaxe BO BpeMda Urpbl HE CTOWUT OTKMOYaTb aHTUBMpYC. NMoka Tbl urpaewb, TBOW KOMMbIOTEP
MOTYT 3apasunTb.

DULWIMHF UK KpaXka NMUYHbIX AaHHbIX

OOGbI4HOM Kpaxewh OeHer M AOKYMEHTOB CErodHs YK€ HUKOro He yauBWLWb, HO C pasBUTUEM
WHTEPHET-TEXHOSNOMMA  3NTIOYMBILUNIEHHUKN MEPEMECTU/INC B WHTEPHET, M MNPOAOIKAlOT 3aHMMaTbCs
"NnodmumbIM" genom.

Tak nosiBMNacb HoBas yrposa: MHTEPHET-MOLUEHHMYECTBA MM (OULLIMHF, FNaBHas Lenb KOTOpPOro
COCTOUT B MOMyYEHUM KOHMUAEHUMamNbHbIX AaHHbIX MOoMnb3oBaTenen - fOorMHOB M naponen. Ha
aHrnumnckom a3bike phishing untaetca kak domwnHr (ot fishing - peibHas noens, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLIMHTOM:

1. Cnegu 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSA aHkeTa Obina B3nomaHa, TO
HeobxoaMMo 3abrIoKMpoBaTh €e U COOOLWMTL agMUHUCTPATOpPaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. VlCFIOJ'Ib3y17I Ge3onacHble Beb-calThbl, B TOM 4ncre, WHTEPHET-MarasmHoB U NMONUCKOBbIX CUCTEM;

3. Wcnonb3ym cnoxHble n pasHble naponu. Takum obpasom, ecnu Tebsa B3nomarwT, TO
3MOYMBILLSIEHHUKM MONyYaT AOCTYN TOMbKO K OQHOMY TBOEMY NPOdUI0 B CETU, @ HE KO BCEM;

4. Ecnn Tebsa B3nomanu, TO HeobxoAuMO npedynpeaunTb BCEX CBOUX 3HAKOMbIX, KOTOpble
pobasneHbl y Teba B Apy3bsx, O TOM, 4YTO Tebs B3noManu W, BO3MOXHO, OT TBOero mmeHu 6yget
paccbinaTbCs Cnam U CCbIfKM Ha (PULLNMHIOBbLIE CaNThbl;

5. YctaHoBu HagexHbI naporb (PIN) Ha MOBUnbHBLIN TenedoH;
6. OTkno4M coxpaHeHue napons B 6paysepe;

7. He oTkpbiBan gannbl n gpyrne BNoXeHns B NUCbMax, AaxXe eCrnv OHWU NpULLu OT TBOMX ApY3eNn.
Jlydwe yTouHn y HUX, oTNpaBnsany nm oHu Tebe atu dannbl.

LindpoBas penyrauus

Lindposas penytaums - 3TO HeratMBHas unu no3vTuBHaA wHGopmaums B cetn o Tebe.
KomnpomeTupyowias wHdopmaums, pasmelleHHas B WHTepHeTe, MOXeT Ccepbe3HbiM obpa3om
OTpasnTbCs Ha TBOEW peanbHOW >XU3HW. "Ludposas penytaumsa” - 370 TBOW UMMUOX, KOTOPbLIA
dopmMmumpyeTcsa 13 uHopmaumm o Tede B MHTEPHETE.

TBOE MECTO XWTEnbCTBA, yqe6b|, TBOE (bMHaHCOBOe nonoxeHne, 0cobeHHOCTU Xapaktepa u
pacckasbl 0 ONn3KMX - BCe 3TO HaKanMBaeTcs B CETU.

MHorne nogpoCTKM NErkOMbICIIEHHO OTHOCATCA K NMy6nukaumm nMyHon uHgopmauum B NHTepHeTe,
He MoHMMasi BO3MOXHbIX NOCMeACTBMW. Thbl AaXe He CMOXellb AoragaTtbCs O TOM, 4To dpoTorpadus,
pa3mMelleHHasa 5 neT Hasag, cTana NpPUYNHOM oTkasa NpuHATL Tebst Ha paboTy.

KommeHTapun, pasmelleHne TBouX dotorpadunii n apyrne OencTBUA MOTYT HE UCYE3HYTb Aaxe
nocrie Toro, Kak Tbl UX yganuub. Tbl HEe 3Haellb, KTO COXpaHun 3Ty uHopmMaumio, nonana nu oHa B
MOUCKOBbIE CUCTEMbI W COXPaHUNacb M OHa, a rNaBHOe: YTO mogymatT O Tebe okpyxawLwme fan,
KOTOpble HangyT 1 yBMAAT 3T0. Hantn nHdopmaumio MHOro neT cnycTst cMoXeT fiiobow - kak u3 gobpbix
noby>xOeHUn, Tak U C HaMepeHMeM NPUYNHUTL Bped. TO MOXET ObITb KTO YroAHO.

OcHOBHble COBETbI MO 3alLnUTe LI,I/I(prBOI7I penyTauunu:

1. Nogyman, npexae Yyem 4To-TO NyGNMKOBaTb U NepedaBaTb y cebs B 6nore nnm B coumansHoOn
cetu;

2. B HacTporkax npoduns ycTaHOBM OrpaHUYEeHUs Ha MPOCMOTP TBOEro npoduns u ero
COAepXUMOro, caenan ero Tonbko "aAnga apysen";

3. He pasmewan n He ykasbiBan MHGPOPMALMIO, KOTOpas MOXET KOro-nmbo ockopbnsaTb unu
obmxaTb.

ABTOpCKOe npaBo



CoBpeMeHHbIe LLKOSNbHUKM - aKTMBHbIE MOMb30BaTeNM UMdpoBOro npoctpaHcTea. OgHaKo Aaneko
He BCe 3HaloT, YTO NMOMb30BaHNe MHOMMMU BO3MOXHOCTSMU LMcpoBoro Mupa TpebyeT cobrtoaeHns npas
Ha VHTenneKkTyasnbHylo COGCTBEHHOCTb.

TepMUH "MHTENNeKkTyanbHasi COOCTBEHHOCTL" OTHOCUTCS K pasfiUYHbIM TBOPEHUSAM YEITOBEYECKOrO
ymMa, HauMHas ¢ HOBbIX N300peTeHnn N 3HakoB, 0B03HaYaLWmnX COBCTBEHHOCTb Ha NPOAYKThLI U YCAYrn, U
3aKaH4YuBasi KHUramm, potorpapmsamm, KWUHOPUNBEMaMn 1 My3blKanbHbIMU MPON3BEAEHUSMMU.

ABTOpCKME MpaBa - 3TO NpaBa Ha WHTENNEeKTyanbHyl COBCTBEHHOCTb Ha MPOM3BEOEHUS HaYKM,
nuTepaTtypbl U UCKyccTBa. ABTOpPCKME MpaBa BbICTYMalT B KayecTBe rapaHTuu TOro, 4To
WHTENNEKTyanbHbIN/TBOPYECKNA TpyA aBTopa He OydeT HanpacHbIM, [acT eMmy chpaBefiMBble
BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTtax CBOEro TpyAa, nofyyYuTb M3BECTHOCTb U NpusHaHue. HukTo
0e3 paspelleHus aBTOpa HE MOXeT BOCMPOU3BOAWUTbL €ro npousBeneHue, pacnpocTpaHsiTb, NyGANYHO
OEMOHCTpUpoBaTb, MNpodaBaTb, WMMOPTUPOBATb, MNyckaTb B MNpoKaT, MyOnUYHO WCMNOMHATb,
NoKas3bIBaTb/UCMNOMNHATL B adhmpe unu pasmeltaTb B IHTepHeTe.

Vicnonb3oBaHue "nupaTckoro” nporpaMmHoro obecnevyeHns MoXeT NPUBECTU K MHOTMM pUCKaM: OT
noTepu JaHHbIX K TBOUM akkayHTam A0 GrOKMpPOBKM TBOEro YyCTPOWCTBA, rAe YCTaHOBMEHa HeneranbHas
nporpamma. He ctouT Takke 3abbiBaTb, YTO CYLLECTBYIOT neranbHble U OecnnaTHble MporpamMmbl,
KOTOPbI€ MOXHO HaWTK B CETU.

O nopTtane

CeTeBuWYOK.pch - TBOW rMaBHbI COBETUUK B CETU. 34ECh Thl MOXELLb Y3HaTh 0 6€30MacHOCTN B CETH
MOHATHBIM U JOCTYMHBLIM S3bIKOM, @ NPY BO3HUKHOBEHWMN KPUTUYECKON CUTYyaLmumM obpaTtutbCst 3a COBETOM.
A TaKKe NPUHSITb y4acTUe B KOHKypCax U cTaTb camblM LUPOBbLIM rpaxaaHnHom!



